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DMTF

distributed management task force, inc.

The DMTF was formed to lead the development, adoption
and unification of management standards and initiatives
for desktop, enterprise and internet environments

« The information in this presentation represents a
snapshot of work in progress within the DMTF.

e This information is subject to change. The Standard

Specifications remain the normative reference for all
iInformation.

 For additional information, see the Distributed
Management Task Force (DMTF) Web site.
http://www.dmtf.orqg.
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Scope of the Profiles

« Credential Management Profile

— capability to model and manage key based credentials
used in the identification process such as X509
certificates that utilize public key infrastructure (PKI).

 Profiles do NOT describe a mechanism for the
credential verification.

* Features:
— Management of asymmetric keys

— Management X509 certificates and certificate
revocation lists (CRL)

— Management of key stores
— Generating PKS#10 certificate signing requests
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Credential Management Use
Cases

o Server Side (Role) — Managed system serves up
a certificate for the client to authenticate the
identity of the server.

— EXx: Web servers supporting HTTPs (includes managed
systems that use TLS based authentication for WS-
Man)

* Client Side (Role) — Managed system verifies the
certificates served up against its chain of
certificates in the trusted list and CRL

— EX: Managed system connecting to an LDAP/Active
Directory server for authentication

— Ex:Mutual TLS authentication
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Server Side Use Cases

« Management of the server side key store

o |Import asymmetric keys (public/private key pair)

— Due to the constraints of the implementation the key
pair may not be generated locally but uploaded to the
system

* Generating self signed certificate
 Create CSR

e Import a root certificate

e Import a certificate chain

o Export certificates

* Represent current root certificate
 Represent current root certificate chain
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Client Side Use Cases

« Management of the client side key store
 Representation of a certificate chain

* Import certificate/certificate chain

e EXxport certificate/certificate chain

« Management of CRL
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Presenter
Presentation Notes
Add per use case slides
Keystore management (with Keystore, system, CertificateManagementService/Cap, CIM_ManagedElement)
Asymmetric Key management (CIM_UnsignedCredential)
Import/Export Certificate (CIM_X509Certificate, CIM_ManagedElement)
Apply CRL
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« CIM_Keystore represents the aggregation of key-based credentials

— Properties
» Usage: denotes keystore usage, trusted (client side role) vs owned (server side
role)

* ElementName: user-friendly name of the key store

— Created either by the CreatKeystore method or instantiated by the
instrumentation

— Any key based credential needs to belong to a particular key store

cap1 : CerlificateManagementC apabilities system1 : ComputerSystem
SupportedMethods : [ 3 (CreateKeystore) ] /
Aenmapabilities HostedSer/v'/
\ servicel : CerlificateManagementService

CreatéKeystore (string Keystore, CIM_System REF OwningCollectionElement

OwningSystem, CIM_Service REF-KeystoreUtilizers[], ———— |
CIM_Keystore REF NewKeystore)

ServiceAffectsElement— +m clientservicel1 : Service

™._keystore1 : Keystore
*Jsage : [2 (Trusted)] —ConcreteDependency
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 CIM_UnsignedCredential represents the asymmetric key pair
— Imported using the ImportPublicPrivateKeyPair() method

capl : CertificateManagementCapabilities system? . ComputerSystem
Supportediethods [ 2 (ImportPublicPrivateKeyPair) ]

%ment(:apabtes HostedService

service] : CertificatelManagementService

ImportPLblicPivateKeyPair (Lints Publickey[], uints Privatekey], | CWningCollectionElsment

Cit_Keystore REF Keystore, CIM_Unsig*@{Credential REF

PPKP&redential) webservicel - Service
keystore1 | Keystore
ServiceAffectsElement Usage  [3 (Owned]] ——ConcreteDependency
emberOfCollection
ManagedCredential PPKPwebservide1 - UnsignedCredential

| Publickey : [30, 815, 0001]
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PKCS#10 CSR & Self-signed
X509 Certificate

o CIM_X509Certificate represents an X509
certificate such as the self-signed certificate

 Methods to generate CSR and self-signed
certificate are based on:

— previously imported asymmetric key pair represented
by CIM_UnsignedCredential instance and referenced
by PublicPrivateKeyPair parameters

OR

— subject (RFC 1485), PublicKeyAlgorithm,
PublicKeySize parameters

 CIM_CertificateManagementCapabilities
advertises the supported configurations
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cap1 : CertificateManagementC apabilities
SuppontedMethods : [ 101 (CreateCertificateSigningRequest), :
102 (CreateSelfSignedCérificate) | system1 : ComputerSystem
ssymetricKeyGeneratjon : TRUE
KeyAlgorithmSupport :[2}(RSA)]

/%mentCapabilities

se 'lceﬂ/fﬂ CertificateManagementService

HostedService

CreateCeniﬂcateéip/ni gRequest (string Subject, uint16

PublicKeyAlgorithny, uint16 PublicKeySize,

CIM_UnsignedCredential REF PublicPrivateK eyP air, string OwningCollectionElement webservice1 - Service
xtendedKeyUsage, uint16 OutputFormat, uint8 CSR[]) -

CreateSelfSignedf - enificate (string Subject, uint16
PublicKeyAlgorithm, uint16 PublicKeySize,
CIM_UnsignedCredential REF PublicPrivateK eyP air,
CIM_KeyStore REF Keystore, CIM_ManagedElement REF
CredentialContext, CIM_X509Certificate REF SelfSignedCenrificate)

keystore1 : Keystore

; | ConcreteDependency
ServiceAffectsElement Usage : [3 (Owned)]

MemberOfCoIIectior§
ManagedCredential

MemberOfCollection
PPKPwebservicel : UnsignedCredential

CredentialContext

PublicKey : [30, 81, ..., 00 01]

webcert1 : X509Cerificate
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Import & Export of X509
Certificates

 CIM_X509Certificate class represents X509

certificates

 CIM_CertificateManagementCapabillities

advertises t
e Methods su

ne supported configurations

pport importing and exporting of

certificates based on different formats
iIncluding importing in CIM embedded
iInstance(s) format.

 Certificate chains are modeled using the
CIM_ConcreteDependency association
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cap1 : CertificateManagementC apabilities

SuppontedMethods : [ 103 (ImportEncodedCertificates), 105 system 1 : Com puterSystem

an/xportEncodedCertiﬁca e)]
putFormatsSupported : [2 (DER]), 3{PEM])]

OutputFormatsSuppgrted : [2 (DER]), 3(PEM]]

ElementCapabilities———HostedService

\ servicg/f : CerdificateManagementService

| portEncodedéertificates {uint8 EncodedCertificates[],
int16 Format, CIM_Keystore REF Keystore, A
IM_ManagedElement REF CredentialContext,
IM_X509Certificate REF . NewCenrificates[])

OwningCollectionElement

_»webservicel : Service

ExportEncodedCertificates (CIM_X509Cenrificate RE
CenrificatesToExport[]. uint1§ Format, uint8
EncodedCertificates[])

\

| keystore1 : Keystore

; ConcreteDependency
ServiceAffectsElement Usage : [3 (Owned)]

MemberOfCollection

CredentialContext

ManagedCredential

Y webcert1 : X509Certificate

ConcreteDependench
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X509 CRL

 CIM_X509CRL class represents the CRL

ap
Im

nlied to the key store. Following are
portant properties:

ssued — thisUpdate of X509 CRL based on

RFC 3280

— NextUpdate — nextUpdate of X509 CRL based
on RFC 3280

* Execution of the ApplyCRL() methods
triggers application of the CRL to the key
store resulting in the invalidation of the
certificates contained in the CRL or

Copyright © 2007 DMTF
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cap1 : CertificateManagementC apabilities

SuppontedMethods : [ 106 (ApplyCRL)]
InputFormatsSupportéd : [2 (DER]), 3{PEM])]

system1 : ComputerSystem

ElementCapabilities

HostedService

/service1 : CertificateManagem entService
AppIYCRL (uint8 EncodedCRL[], uint16 Format, | —
CIM_Keystore REF Keystore,-CIM_ManagedElement REF |
CredentialContext, CIM_X509C REF NewCenrificates[]); OwningCollectionElem ent A vebservicel - Service
- :
ServiceAffectsElement keystore1 : Keystore
Usage : [2 (Trusted)] ConcreteDependency
ManagedCredential MemberOfCollection—
Mem berOfCollection
webcert1 : X509Cerificate webCRL1 : X509CRL '\

IsValid : 3 (Invalid) EncodedCRL :[...]

f

Copyright © 2007 DMTF



Y] ,°°®°, MANAGEMENT
8] . *DEVELOPERS
C

.~ CONFERENCE

December 3-6, 2007, Santa Clara Marriott, Santa Clara, CA

Q/A Session
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Thank You !
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