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The DMTF was formed to lead the development, adoption
and unification of management standards and initiatives
for desktop, enterprise and internet environments

« The information in this presentation represents a
snapshot of work in progress within the DMTF.

« This information is subject to change. The Standard

Specifications remain the normative reference for all
iInformation.

e For additional information, see the Distributed

Management Task Force (DMTF) Web site.
http://www.dmtf.orqg.
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* A key property of virtualization is the encapsulation of the entire
state of a virtual machine

— A powered-off VM is completely described as a set of files
— A powered-on VM can be VMotioned between hosts

X :
N SN
‘ Virtual Infrastructure |

 VMware has pioneered the use of virtual machine mobility
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« Encapsulation has enabled a broad range of new opportunities
In Virtual Infrastructure
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 HA has increased application availability
 DRS has resulted in great improvements in resource utilization
and IT productivity

 Virtual Machine mobility enables new processes such as Power
Management to reduce overall IT costs
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* Provisioning is a critical function required to deploy new
applications to the virtualization infrastructure

« Virtual Appliances have made is easier to deploy new
applications

« But challenges remain ...

}I’MWHHE
CERTIFIED IT Operator Prepares

< VM VM VM

End-user Deploys . . .
. proy Virtualization Platform
VIRTUAL >
APPLIANCE

Copyright © 2007 DMTF



. vanacement § - | arge Scale Virtual Machine

® DEVELOPERS

' .-* CONFERENCE Sharing

 How do different vendors exchange VMs?

 How do different products interoperate on meta-data?
o Stability of data?

o Suitability of format for distribution?
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Author View
Enterprise applications How many Virtual Machines am |
are commonly multi-tiered adding?
Compatibility and optimization Will this appliance work in my
configuration?
Required resources (memory, Do | have enough resources to
storage, networks) Install this application?
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Author View

.- St MANACEENT Perspectives on a Virtual
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Appliance

Package integrity

Did | received the complete
package?

Entitlement (or getting paid)

What are the license terms?

Installation and deployment
customization

What information must | provide
when to install these VMs?

Packaging

How much information must |
collect to get the whole picture?
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o A standard for packaging and distribution of
Virtual Machines

— A package format that provides a complete description of a
single VM or complex multi-VM environments

— Optimized for distribution

— Infrastructure to securely install, configure, and run Virtual
Appliances

— Extensible to facilitate value-added features
— Vendor and platform independent
— Based on open, industry standards

Copyright © 2007 DMTF
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A distribution format for virtual appliances

BEE

\_ J
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A multi-vendor format

SEE

o /

E' myApp.ova

&2 (B) vmware
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OVF Workflow

Create — Publish — Deploy

« Author Role: To create a complete software package that

makes life simple for the deployer, and to publish the
package

« Deployer Role: Deploy and customize the template for this
particular instance
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VM VM
Source > OVF

build
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OVF Authoring

A virtual machine can be exported into

OVF or built from source

The author can describe “portable
hardware” for maximum
iInteroperability or optimum
performance

The virtual machine images can be
compressed to facilitate distribution

The author can sign the package to
guarantee its integrity
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 Users can preplan deployment ———
— Descriptor file to validate e
resource and system —
requirements, license ) T T
requirements ::}

 Download format can be
optimized for faster retrieval

 Manifest and certificates to
validate file contents
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« Validation
. : L : OVF
— Verify licensing, security, integrity Package
— Resource requirements and
placement \ import
— Application Properties (IP addresses
and passwords)
_ OVF OVF
e« Conversion environment environment
— Convert virtual disks to run-time App server DB server

format

] Deployment
e Installation Platform

— Provide runtime environment for
application (customization and
localization)

— Provide installation feedback to user
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— Installation of a template containing multiple VMs
o Key Points

— Create multi-VM templates
— Can be downloaded from a Web Server

— Application-level customization is supported through properties
— Instantiated as a service object in VC inventory

Copyright © 2007 DMTF
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(= Import ¥irtual Machine Wizard

Select import method and import source
Fram where do you wank to impaort the wirtual machine?

E Import Location
YIMTR Impart an 0%WF package from the file system or a URL
Yirtual Machine Details

End User License Agreement .
| Ef Diigk:
rarme and Folder PETEA e 1

Resource Pool J

Properties
Feady ko Complete

Chooze this optian ta impart a wirtual appliance from the file spstem, for example your
harddrive or CD drive.

" Impart from URL:

Chiooze this ophan ba download and install a wirtual apphance from zomewk: ez
internet [e.q. http: A Mermveare. comA e TR oo, ovf]

"  |mport from *Mware YMTH:

Chooze this option to browse virtual appliances that are available for download from
Whiware.

Help | = Back Mexk = Cancel |
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(= Import ¥irtual Machine Wizard

¥MTM Yirtual Appliances
Which virtual appliance do wou want to impork?

Bl Import Location
YT

Wirtal Machine Details
End User License Agreement

Marne and Folder SugarCRM -1 GB

Resource Pool The sweet way to custom relationship management i ‘PS

Properties A .,

Ready to Complste VOE Inspector - 1.2 GB )
Avirtual appliance that demaonstrates the wSenvice Guest API J

¥

YA re o

Hostalgia - 6.3 MB
Ancient but fun DOS games, ready to play

Vilware Virtual Appliance Marketplace
Browse for additional virtual appliances at the Vilware Virtual Appliance Marketplace:

Help | <= Back Mexk = Cancel |
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(= Import ¥irtual Machine Wizard

¥irtual Machine Details
Do ol wank boimpart the virkual machineg with the Following settings?

Irpork Locakion
¥irtual Machine Details

End User License Agreement Marne: SugarCRM
rarme and Folder
Resource Poal Download Size: 1067 MB
Properties
Ready to Complete Size on digk: 20480 ME
Dezcription: Sugar, the market leading commercial open zource CRM

application, delivers a feature-rich set of buziness processes that
enhance marketing effectiveness, diive sales perfarmance, improve
cuztamer zatizfaction and provide executive inzight inta business
performance. Supported by deep collabaration and adminiztration
capabilities that adapt ta haw your campany operates, Sugar is
delighting customers of all sizes acrosz a broad range of industries.

Help | < Back Mexk = Cancel |
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(= Import ¥irtual Machine Wizard

End User License Agreement
The license agreements governing this software are shown below

Irnpark Locakion
YWirtual Machine Details E LugarCRk Professional Subscription Agreement S
End User License Agreems
rarme and Folder

BY CLICKIMG THE *| ACCEPT" BOx, OR INSTALLIMG OR USING THE SUGARCRM SOFTWARE
THAT ¥OU Hawve SELECTED TO PURCHASE IN THE ORDERING PROCESS [THE

Resource Poal "SOFTWARE"), YOU ARE AGREEING ON BEHALF OF THE ENTITY LICENSING THE SOFTWARE
Properties ["COMPANY"] THAT COMPANY WILL BE BOUND BY AND 1S BECOMING & FARTY T THIS
Ready to Complste SUBSCRIPTION AGREEMENT ["AGREEMENT") AND THAT ¥OU HAVE THE AUTHORITY TO

EIND COMPAMY. IF COMPAMNY DOES MOT AGREE TO ALL OF THE TERMS OF THIS
AGREEMENT, DO MOT SELECT THE | ACCEPT" BOx AMD DO WOT INSTALL THE SOFT'WARE.
COMPANY HAS NOT BECOME & LICEMSEE OF, AND 15 NOT AUTHORIZED TO USE THE
SOFTWARE UMLESS AMD UMTILIT HAS AGREED TO BE BOUND BY THESE LICEMSE TERMS.
THE "EFFECTIVE DATE" FOR THIS AGREEMEMT SHALL BE THE DAY %0U CHECK. THE *
ACCERPT" BO.

1.0 Subscription Rights. Restictions and Dwnership

1.1 Grant to Compary.

For the term of Company’s Subzernption Period [defined below] and zubject to Company’s papment of
the Subscription Fee [defined below] SugarCRM Inc. ["SugarCRM™] grantz Comparny: 1] the
non-exclusive, non-transferable, nonsublicenzable right to uze and modify the Software only for

[ Accept all icence agreements

4 *

Help | <= Back Mexk = Cancel |
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(= Import ¥irtual Machine Wizard

%elect a Mame and Location for this ¥irtual Machine
What do you want to call this virtual machine and where do you wank it located?

Imnpatt Location Provide a name For the new virkual machine and select its location in the inventory panel below, YWirtual
virtual Machine Details machine names can conkain up ko 50 charackers, buk they must be unique within each invenkory Folder,
End User License Agreement
Mame and Folder Yirtwal Machine Mame:

Resource Pool |SugarCRM
Properties

Ready to Complete i ) )
Wirtual Machine Invenkory Location:

¥ . WOE Demo |

Help | <= Back Mexk = Cancel |
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(= Import ¥irtual Machine Wizard

¥irtual Appliance Properties
Please enter apropriate values for the Following properties

Irpork Locakion
Yirtual Machine Details

- MName | Value | Description
End User License Agreement - ; - ;
N 4 Fald Ernail®drin Ermail address far the admin uzes.
reame and Foider [goward tyComparywLogo..  Change the default logo.

Resource Pool
Properties
Ready to Complete

(% Edit Property

Enter value for property Emailddmin

|sugar-admin@vmware.n:u:um

Description:

Emall addrezs far the admin uzes.

] | Cancel

-

Help | < Back Mexk = Cancel
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(= Import ¥irtual Machine Wizard

Ready to Complete New Yirtual Machine
Are these the options you wank to user

Impark Location
Yirtual Machine Details
End User License Aqreement 1he virtual machine will be created with the following options:

Wehen wou click Finish, a task will be skarted that will create the new virtual machine.

tarme and Folder Import URL: htbp:fi10,20.62, 1507 sugarcrm) sugarcrm, owf
Resource Pool Download Size: 1067 ME
Properties Size on disk: 20430 MB
Ready to Complete Mame: SugarcRM
Folder: W
Host/Cluster: aar-dev03. eng. e
Datastare: sktaragel (=5 29% Impurt
Metwork Mapping: "M MNetwaork” to .
Property Emailadmin = sug Imparting SugarCHM
Property logour] = MyCam

Irparting dizk 1 of 5 from
http://10.20.62.150 v0edemo Mvoedemo-dizk 1 vrdk.

INNEEN Cancel

5 minutes remaining

Help | <= Back Eirish Cancel |
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% 10.20.62.182 - Virtual Infrastructure Client

Fil=

Hosts & Cluskers

WOE Demo

- E aar-dev03, eng. ¥Iware, com

Fdit Miew  Inwventory  Sdminiskration  Plugins  He

7 g

+ B RaD
cheduled T azks Eventz # @& Demao Support
- BB |SugarCRM
& 1 sugarcrin-web-1.0

—_— & sugarcrm-dh-1.0
ers SugarCRM
S =ma

aar-dev03. eng. vriware,

LR RS B esnince Sllosahinn s Fefamance vente L Alarmsz - Pemizsions

Resources
+ i Demao Support
+ 3 | SugarCRM o7 | Service Status: Stopped CPU usage: 0 MHz
Mermary usage:
Froduct: SugarCRM 4, ¥ usag 0 MB
Yersion: 4581e Datastore Caparcity
Yendar: SugarCEM Inc
D escription:; Sugar, the market leading commercial open
zource CRM application, delivers a
feature-rich et of business processes that
enhance marketing effectivensss, dive Mebwork:
zales perfarmance, imprave custamer

zatizfaction and provide executive insight
into buginess performance. Supported by |

Commands

[ Start Service
Stop Service

BE Edit Service
Copyright © 20
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3 YOF sugarcrm demo - Mozilla Firefox

File Edit Wiew History Bookmarks Tools Help

hd - @ /IJ} |i http:/i10.20.63. 203 crmfindex . phpraction=Login&madule=Users "‘ B] "|

Reviews || Local Reviews | ) vPx 8 My Bugs || OVWF Demo Site || Integrated Lights Out,., E,'. Service Modeling Lan... | ) Local Reviews

ﬂ My Aocount | Training  Employees | Logout | Sbout DDD Al (Al (A SUGARSUITE.

Welcome to

SUGAROPEN SOURCE.

Flease enter your username and passward.

Useriame

password

& Options

Setver response time: 0.53 seconds.
@ 2004-2007 SugarCREM Inc. Al Rights Reserved.

FOWERED BY
SUGARCHAM.

Done

Copyright © 2007 DMTF 27
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« Experimental tool converts from/to hosted formats

¥4 OVF Tool (experimental) |:||E X|

() Install OWF Package

Convert an OWF package {.ovf) into a wirtual machine
runnable by Warkskation/PlayerFusion/Server, The OVF can be
located on the local filesystem (such as a cdrom) ar on the web,

ElsEEEEEN
EEEREEEE
EEsEREESR
EC0ERCOEEN
EEEEEEEQO

|
0
n
|

(%) Create OVF Package from Yirtual Machine

Converk an exiting virtual machine {created by
WiarkstationfServer [Fusion) inta an OYF For easy diskribution,

() vmware:

Preferences

pack [ et | [ oqut |

Copyright © 2007 DMTF
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« Descriptor File

— Encodes product details into an
XML-based, extensible format
— Includes:
» Details about each file in package
» Description of virtual hardware
» License information

— Supports one or multiple virtual
machines

Copyright © 2007 DMTF

s D= N
/ \
| X.OVf |
I |
| X.mf |
I |

X.cert

I I
| . |
, disk1.vimdk

|
| disk2.vhd |
I I
| |
\ /7

L S S w— -
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« Manifest File (Optional)

— Contains a list of files and their
SHA-1 digest entries

— Allows the user to enumerate and
validate the virtual machine’s files

Copyright © 2007 DMTF

q

OVF Format

X.mf

X.cert

disk1.vmdk

disk2.vhd

cdrom.iso.gz
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» Certificate File (Optional)

— Provides a digital certificate to protect
the files

Copyright © 2007 DMTF

X.mf

X.cert

disk1.vmdk

disk2.vhd

cdrom.iso.gz

31



o MANAGEMENT

e DEVELOPERS OVF Format

" .- CONFERENCE

e Virtual Disks

— Compiles the list of Virtual Disks
required for the Virtual Machine(s)

— OVF supports any Virtual Disk
format with a publicly-disclosed
specification

e Supporting Files

— I1SO and other files
— Can be compressed and chunked

Copyright © 2007 DMTF
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X.mf

X.cert

disk1.vmdk

disk2.vhd

cdrom.iso.gz
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« Package File (optional)
— Allows OVF files to be packaged as a
single file
— TAR used as packaging technology

Copyright © 2007 DMTF

X.mf

X.cert

disk1.vmdk

disk2.vhd

cdrom.iso.gz
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 An XML document defined by an XML Schema

 Extensible

— Organized as an of . Each section specifies of
particular kind of meta-data

— 10 core sections defines (VirtualHardwareSection, etc.)
— Extensible with new Section types

e (Contents

— VirtualSystem: A single virtual machine

— VirtualSystemCollection: A collection of VirtualSystem and
VirtualSystemCollection entities

Copyright © 2007 DMTF 34
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<?xml version="1.0" encoding=""UTF-8"?>
<ovf:Envelope xmIns:xsi="http://www._.w3_0org/2001/XMLSchema-instance
xmIns:ovf="http://...">
<References>
<File 1d="filel" href="vmdiskl.vmdk" si1ze="1834334"/>

</References>

<Section xsi:type="..." required="true|]false'>
<Info>Describes what this section i1s all about</Info>
</Section>

<Content xsi:type="_..">
... sections ...
</Content>
</ovf:Envelope>

Copyright © 2007 DMTF 35
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o Lists all virtual disks in a package

* Virtual disks are described outside VMs
— Allows multiple VMs to point to the same content
— Allows base disks to be shared between virtual machines
— Disk chains are supported

<Section xsi:type="ovf:DiskSection_ Type">
<Disk 1d="'vmdiskl™ fileRef="filel"
capacity="8589934592" populatedSize="'3549324972"
format=""http://www.vmware.com/vmdk.html#compressed' />
. more disks ...
</Section>

Copyright © 2007 DMTF 36
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OVF specifies "virtual hardware requirements*
Based on CIM
Multiple virtual hardware families are supported

<Section xsi:type="ovf:VirtualHardwareSection_Type">

<Info>500Mb, 1 CPU, 1 disk, 1 nic virtual machine</Info>

<System>
<vssd:VirtualSystemType>vmx-04, xen3</vssd:VirtualSystemType> </System>

<ltem>

<rasd:Caption>1 virtual CPU</rasd:Caption>
<rasd:Description>Number of virtual CPUs</rasd:Description>
<rasd: Instanceld>1</rasd: Instanceld>
<rasd:ResourceType>3</rasd:ResourceType>
<rasd:VirtualQuantity>1</rasd:VirtualQuantity> </ltem>

<ltem>
<rasd:Caption>256 MB of memory</rasd:Caption>
<rasd:Description>Memory Size</rasd:Description>
<rasd: Instanceld>2</rasd: Instanceld>
<rasd:ResourceType>4</rasd:ResourceType>
<rasd:AllocationUnits>MB</rasd:AllocationUnits>
<rasd:VirtualQuantity>256</rasd:VirtualQuantity> </ltem>
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* Application-level Configuration

Typed key/value pairs
Available inside the guest
Can e.g. be used as size arguments for virtual disks

<Section xsi:type="ovf:PropertySection_Type'>
<Info>Defines the properties used by the service</Info>
<Property key="admin.email' type="'string'>
<Description>Email address of administrator</Description>
</Property>

<Property key="app.ip" type="string"
defaultvalue=""192.168.0.10">

<Description>The IP address of this
appliance</Description>

</Property>
</Section>

Copyright © 2007 DMTF 38
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 How to create an appliance that can run anywhere?

Xen

| vimware

Copyright © 2007 DMTF
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e Levell
— VM only runs on a particular product and CPU architecture

— Typically due to suspended VM state or snapshots of
powered-on VMs

 Level 2
— Run on a specific family of virtual hardware
— Sufficient for internal use in tightly managed organizations
— Typically needed due to lack of driver support
 Level3
— Runs on multiple families of virtual hardware

Copyright © 2007 DMTF
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« OVF supports Level 1, 2, and 3 interoperability
— The format does not automatically make virtual machines portable

« Author responsibility

— Describe concisely in OVF descriptor the level of interoperability
» Based on target audience
» Based on guest software capabilities

— OVF supports multiple virtual hardware profiles to facilitate this

* Importer responsibility
— Validate virtual hardware descriptor against platform capability
— Ensures robust user experience

Copyright © 2007 DMTF
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VM VM

Hypervisor e dl B AL
export

« Exporting a VM will generally yield Level 2 compatibility
— Virtual Machine expects a specific virtual hardware profile
— VirtualCenter templates and provisioning operations are Level 2

Copyright © 2007 DMTF 42
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VM

~L install Hypervisor

o

 An OS installer is generally level 3
— Broad support for (virtual) hardware
— Initial boot is Level 3 - then degenerates into Level 2 portability

Copyright © 2007 DMTF *
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e Why?
— ISV interested in as big a touch point as possible

— Requires guest software to be created in a way that it can adapt to
the virtual hardware upon boot

 Several Solutions Possible
— Software is "sys-prep'ed" to do hardware discovery upon boot
» Operation can be performed once or every boot

— Treat appliance as an "application-install”

» Software in guest is installed on first boot
— Similar to using a regular OS install approach

* OVF supports a "post-install" boot option

Copyright © 2007 DMTF 44
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 The OVF specification is accepted as a draft specification by
the DMTF

* Developed by a subgroup of the SVPC group

« SVPC: System Virtualization Partitioning and Clustering DMTF
Workgroup with participation from EMC (VMware), Microsoft,
IBM, HP, Sun, Novell, XenSource, Hitachi, Intel and others

 OVF 1.0 specification is expected in the first half of 2008.

Copyright © 2007 DMTF
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o Complete description of Virtual Machine
Supports multiple disk formats and virtual hardware platforms.

e Supports single VM and multi-VM configurations
Models multi-tier services consisting of multiple VMs, including
composed services.

e Optimized for distribution
Supports verification, signing, versioning, and handling of licensing
terms.

 Optimized for simple, automated user experience
Supports validation of entire package, provides descriptive
Information to user, and includes application level meta-data.
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 Vendor and platform independent
Does not rely on specific host platform, virtualization platform,
Or guest operating system properties.

o Extensible
Allows vendor specific meta-data and provides an extensible
hardware description model supporting future advances in
virtualization technology.

* Localizable
Supports user visible descriptions in multiple locales.

 Open standard
A collaboration of key vendors and will be submitted to an
accepted industry forum.

Copyright © 2007 DMTF
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 VMware’s contributions of the “Open Virtual Machine Format”
enables the industry to deliver vendor independent Virtual
Appliances

« Broad industry collaborations, including Microsoft, Dell, HP,
IBM, and XenSource/Citrix.

 VMware is fully committed to the OVF specification and intends
to enable OVF support across its product lines.

« Draft OVF Specification available at www.vmware.com/go/ovf

Copyright © 2007 DMTF
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