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Disclaimer

The Information In this presentation represents a
snapshot of work in progress within the DMTF.

* This information Is subject to change. The
Standard Specifications remain the normative
reference for all information.

« For additional information, see the Distributed
Management Task Force (DMTF) Web site.
http://www.dmtf.org/standards/cdm
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o Secure Platform (SPF) is an architecture of security measures and
management for consolidated server environment.

« Integrated Access Manager (IAM) is a core building block of SPF-
based security management, which allows us to manage a number of
ACLs with a common set of Role-Based Access Control (RBAC)

:- '®o MANAGEMENT Introduction: Secure Platform
E.‘.'

policies.
Integrated Access
| Control Manager [« { ID Manager }
""""" (IAM)
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RBAC policy in ID Manage
<
XACML format :
ID/Role ]7
| <Subjects>
<l-- Role--> Policy Manager F >
Schedule
Acct. Users ~—
- J\ Resolve Resolve
<§ubject5> target target Convert Distribute
1 Ces” /| resource account
<I-- Resource Group--> ﬁSPF-OS-RM-ACL,l.O,BIaCk list \
Acct. Documents ## Section: OU=accounts,
. ... CIM_logicalFile
</Re_SOUTC€S> ## Policyld:7d62038d-c0d8-4d44-ab13-
<Actions> o 6279e6888df1#10
<l-- Authorization --> Resource| | par/sambalkeirif:-:-:-
RDB. capabilities=1,2,... Manager Ivar/samba/soumu/**:keiril,keiri2:keiril,
</Actions> keiri2:keiril,keiri2
------ I Ivar/samba/*:keiril,keiri2:keiril,keiri2:ke
D wil,keiriz ( ~
[ Resource | . )
[[ Info Target specific ACL L[[ ACL

Target VMs

Agent

Target Access Control Software

Copyright (c) 201 ;




o VANAGEMENT

H <7 evetovens CIM-based architecture

.-* CONFERENCE

Security Manager Integrated Access Control Manager
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ID manager p=—— information
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WS-Transfer (Get
Ws-Transfer(Put)l I WS-EnumeraEtion)

WS—Man Server

Agent

CIMOM
Target server E (sfcb) j

| | |
Provider I_ Provider I_ Provider I_ Prowder | Provider |_

Xen

VM-RBAC Linux Windows Oracle MySQL
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Related profiles

« CIM-SPL

— Specifies CIM-based policy language for policy-driven
management of distributed objects. Its RBAC extension
IS proposed.
« RBAC profile

— Specifies role-based access control functionality
targeted to managed objects

Issue

 We need a new profile that can handle access
policy composition and distribution for different
types of resources/operations in an integrated
manner.
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Proposal of IAM profile

« A profile for integrated management of access
control policies has been proposed

— Modeling access control modules and their access
control types

— Defining methods for distributing and activating access
control policies

 Work in Progress profile is available from DMTF
site
DSP1106 1.0.0 Integrated Access Control Policy
Management Profile
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Proposed model components

 CIM_AccessControlService
— Represents access control policy enforcement point

CIM_AccessControlServiceSettingData
— Represents granularity of access control at the point

CIM_xxxCapabilities
— Represents operation types of targeted resource xxx
e.g. CIM_FileSystemCapabilities

CIM_PolicyTransferService

 CIM_ TransferServiceAccessPoint
CIM_PolicyActivationService

o CIM_AccessControlPolicy
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RemateServiceAccessPoint
SettingData
PolicyTransfarServiceAccessPoint Service SecurityService T
I i 1.% | AccessControlServiceSettingData
RematebccassAvallablaToElement ElementSetingData
ServiceServiceDepandancy Associated PolicyActivationService
ProtocolEndpoint PaolicyActivationService AccessControlService !
* * * 1% 1 1% AuthorizationService
* * * * AssociatedAuthorizationService!
HostedService
ServiceAffactsElameant . HostedServica % AcouniManagamantSarvice
1 .
HostedAccessPaoint :
j ComputerSysiem 1 (Zee Referencing Profile)
1
| (See Referencing Profile) HostedService
PolicySetComponent PalicySet 1 ServiceAllectsElement
%
T HostedDepandency Idderitity
1.%
= ManagedElement 1.% 1 Capahilifies <+
AccessControlPoli AccessControlPoli
% | AccessControlPolicyGroup mieeey ElementCapablities
*
FileSystem FileSystemCapabilities n
ReusablePolicy —
1
ReusablePolicyContainer
CommeonDatabase RelationalDatabaseCapabiliies —
[
DatabaseContainsTable
SqiTable
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Resource information collection

Policy Target Machine
Composer
TRsrc. Info.
» AccessControlService
Resource <identify> )
Manager . Accesch_)ntroISerwce
<inquire principal/resource types> I SEtt|ngData
PrincipalType: 2(accounts)
ResourceType: 2(file system)
FileSystem
»| FileSystemCapalbilities
<inquire actions> _
SupportedOperations:
1(read), 2(write), 3(execute)

<enumel

= 1
ate resources> —I_ Directory
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Target Machine

ftp://targetmachine/policies/

—— »| PolicyTransferAccessPoint
<inquire URL>

Policy Manager
; . ; AccessControl
»| PolicyActivationService > :
_ <request <request Service
Policy |._ tq activate> <instantiate> to enforce>
L <registered to> <load>
FTP |\ AccessPolicy —| AccessPolicyGroup |
\\ o /_ _\
\\\ ’/’ ~\\ \ /
N . 7 s .
* | Policy | - Repository of
Activated Policies
Working Directory Policy
4
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Standardization status

 The CIM schema proposed in the profile has

been revised, and now In review of Sub-schema
Committee.

o Key issues:

— Remodeling for more generality:

Original: CIM_ReferenceMonitor (captured only
software modules)

Revised: CIM_AccessControlService (captures
hardware modules as well)
— Resolving ambiguities:
Original: CIM_PolicyTransferService (seemed to
represent both a URL and a network service)

Revised: CIM_PolicyTransferServiceAccessPoint
(represents a URL of policy distribution only)

Copyright (c) 2010 DMTF. All rights reserved.
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Security Manager Integrated Access Control Manager
Policy Manager CQL Resource Manager
Y 1 Instance
Policies DB
ID manager p=—— information
WS-Man Client |‘

WS-Transfer (Put) l I WS-Transfer (Get)

/ Provider \ WS-Enumeration
enhancement WS-Man Server
for access Agent — :
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Collaboration with ETRI

« Experimental implementation of IAM Profile has been done
by ETRI* as a part of OpenDRIM providers, handling
POSIX 1.e file ACLs.

*Electronics and Telecommunications Research Institute

%

Policy
administrator
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Integrated Access Control Manager (IAM)

Openwsmancli
Policy . Information
activation WS-Man i collection
Policy v 1
distribution Openwsman
SFCB
\4
ETP OpenDRIM providers

Linux

(Ubuntu) [ ACiLs -'

v

ACL module

Target |5
server |w

<ﬂff’ /i\

16



What is OpenDRIM Project?

e Research Goals:

— Develop distributed resource information
management technologies & environment
based on CIM/\WBEM standards of DMTF.

— Promote CIM-based open source software In
Northeast Asia. Achievements are available at:

http://sourceforge.net/projects/opendrim/

Copyright (c) 2010 DMTF. All rights reserved. 17



Implementation status

* Finished implementing the WIP version of
|AM Profile.

 Remote access test from IAM server In
Kawasaki, Japan to targeted Linux server
In Daejeon, Korea has been done
successfully.

 The Linux IAM provider will be available as
a part of OpenDRIM 2010 version.

Copyright (c) 2010 DMTF. All rights reserved. 18
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OpenDRIM in Ubuntu

e Ubuntu Karmic (‘09.10) adopted OpenDRIM results
ﬁﬁ.pplicatinns Places System ege

uf)i ) Thu Sep 10, 1:42PM | [ tex

File Edit Package Settings Help

¢

Reload Mark All Upgrades Ya]

Quick search

|opendrin'4

2

Search

All
Amateur Radio (univers
Base System

Base System (universe
Communication
Communication (multiv
Communication {unive
Cross Platform

Cross Platform (multive
Cross Platform (univers
Databases

Databases (universe)
Debug

| J >

HEHEEEOO "

Package Installed Version
élibopendrim[]-dev :

! libapendrim@

opendrim-Imp-baseserver
opendrim-Imp-systemmemaory
opendrim-Imp-ethermetport
opendrim-Imp-physicalasset
opendrim-Imp-recordlog

iopendrim—lmp-ip

Latest Version
©1.1.1-0ubuntul
{1.1.1-Oubuntul
"1.1.1-0ubuntul
©1.0.1-0ubuntul
{1.1.1-Oubuntul
©0.1.1-0ubuntul
“1.1.1-0ubuntul
{1.1.1-Oubuntul

éDpenDRIM Provider Caor
;DpenDRIM Provider Cor
OpenDRIM Base Server
OpenDRIM System Men
| OpenDRIM Ethernet Po
- OpenDRIM Physical Ass
OpenDRIM Record Log
| OpenDRIM IP provider

Description

Sections

Status

Crigin

Custom Filters

Search Results

Mo package is selected.

|B packages listed, 1284 installed, 0 broken. O to install/upgrade, 0 to remowve

= | 7 Synaptic Package Man... |
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Demonstration
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Demo system configuration

MDC hall @ Santa Clara

IAM
server

Policy Admin

Integrated Access Control Manager (IAM)

Openwsmancli

I

Openvpn (client)

FTP

Internet

Ed: 1 i-'.--.nnn!ﬂ

S

S
Target
server

ETRI @ Daejeon, Korea

a4----- (VPN) ----- > WS'Man
Openvpn (server)
Openwsman
SFCB

FTP

OpenDRIM providers

Linux
(Ubuntu)

v

ACLs H+— ACL module

Copyri:,. TT(CJ ZULIU DIVITT. AT YIS TSSTTVEU,
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Future work

e Continue final standardization work

— Update the profile according to Schema
Subcommittee comments and review It again In
Policy WG.

 Model upgrade to get related to other
standards

— CIM-SPL based policies

— ID Management Profile

— Policy distribution via OVF metadata
— Cloud service provider interface

Copyright (c) 2010 DMTF. All rights reserved. 29
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Q/A Session
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Thank you!
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