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Disclaimer

The information in this presentation represents a
snapshot of work in progress within the DMTF.
• This information is subject to change. The
Standard Specifications remain the normative
reference for all information.
• For additional information, see the Distributed
Management Task Force (DMTF) Web site.
http://www.dmtf.org/standards/cdm

http://www.dmtf.org/standards/cdm�
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Introduction: Secure Platform 
overview

• Secure Platform (SPF) is an architecture of security measures and 
management for consolidated server environment.

• Integrated Access Manager (IAM) is a core building block of SPF-
based security management, which allows us to manage a number of 
ACLs with a common set of Role-Based Access Control (RBAC) 
policies.
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How IAM actually works

Target VMs

Resolve
target

account

Resolve
target

resource
Convert

RBAC policy in 
XACML format

Policy Manager

ID Manager

Agent

Target Access Control Software

Distribute

Schedule

# SPF-OS-RM-ACL,1.0,Black list
## Section: OU=accounts, 
CIM_logicalFile
## PolicyId:7d62038d-c0d8-4d44-ab13-
6279e6888df1#10
/var/samba/keiri/**:-:-:-
/var/samba/soumu/**:keiri1,keiri2:keiri1,
keiri2:keiri1,keiri2
/var/samba/*:keiri1,keiri2:keiri1,keiri2:ke
iri1,keiri2 …

リソース情報リソース情報Resource
Info

Resource
Manager

リソース情報リソース情報ID/Role

リソース情報リソース情報ACL

<Subjects>
… 

<!-- Role-->
Acct. Users
…

</Subjects>
<Resources>

…
<!-- Resource Group-->
Acct. Documents
…

</Resources>
<Actions>

<!-- Authorization -->
RDB. capabilities=1,2,…

</Actions>
……

Target specific ACL
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CIM-based architecture
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Related profiles

• CIM-SPL
– Specifies CIM-based policy language for policy-driven 

management of distributed objects. Its RBAC extension 
is proposed.

• RBAC profile
– Specifies role-based access control functionality 

targeted to managed objects

Issue
• We need a new profile that can handle access 

policy composition and distribution for different 
types of resources/operations in an integrated 
manner.
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Proposal of IAM profile

• A profile for integrated management of access 
control policies has been proposed
– Modeling access control modules and their access 

control types
– Defining methods for distributing and activating access 

control policies
• Work in Progress profile is available from DMTF 

site
DSP1106  1.0.0  Integrated Access Control Policy 
Management Profile 
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Proposed model components

• CIM_AccessControlService
– Represents access control policy enforcement point

• CIM_AccessControlServiceSettingData
– Represents granularity of access control at the point 

• CIM_xxxCapabilities
– Represents operation types of targeted resource xxx

e.g. CIM_FileSystemCapabilities
• CIM_PolicyTransferService
• CIM_TransferServiceAccessPoint
• CIM_PolicyActivationService
• CIM_AccessControlPolicy
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CIM schema of IAM Profile
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Target Machine

Use case: 
Resource information collection
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SettingData
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<inquire principal/resource types>
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Target Machine

Use case: Distribution and 
activation of access control policies
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Standardization status

• The CIM schema proposed in the profile has 
been revised, and now in review of Sub-schema 
Committee.

• Key issues:
– Remodeling for more generality:

Original: CIM_ReferenceMonitor (captured only 
software modules)

Revised: CIM_AccessControlService (captures 
hardware modules as well)

– Resolving ambiguities: 
Original: CIM_PolicyTransferService (seemed to 

represent both a URL and a network service) 
Revised: CIM_PolicyTransferServiceAccessPoint 

(represents a URL of policy distribution only)
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Profile implementation
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IAM profile implementation
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Collaboration with ETRI

• Experimental implementation of IAM Profile has been done 
by ETRI* as a part of OpenDRIM providers, handling 
POSIX 1.e file ACLs.
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*Electronics and Telecommunications Research Institute 
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What is OpenDRIM Project?

• Research Goals:
– Develop distributed resource information 

management technologies & environment 
based on CIM/WBEM standards of DMTF.

– Promote CIM-based open source software in 
Northeast Asia. Achievements are available at:
http://sourceforge.net/projects/opendrim/
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Implementation status

• Finished implementing the WIP version of 
IAM Profile.

• Remote access test from IAM server in 
Kawasaki, Japan to targeted Linux server 
in Daejeon, Korea has been done 
successfully. 

• The Linux IAM provider will be available as 
a part of OpenDRIM 2010 version.
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OpenDRIM in Ubuntu

• Ubuntu Karmic (‘09.10) adopted OpenDRIM results

Cited from ETRI slides at OpenDRIM developer conf. 2010
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Demonstration
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Demo system configuration 
MDC hall @ Santa Clara

ETRI @ Daejeon, Korea
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Future work

• Continue final standardization work
– Update the profile according to Schema 

Subcommittee comments and review it again in 
Policy WG. 

• Model upgrade to get related to other 
standards
– CIM-SPL based policies
– ID Management Profile
– Policy distribution via OVF metadata
– Cloud service provider interface
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Q/A Session
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Thank you!
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