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Disclaimer

• The information in this presentation represents a 
snapshot of work in progress within the DMTFsnapshot of work in progress within the DMTF.  

• This information is subject to change.  The 
Standard Specifications remain the normative p
reference for all information.  

• For additional information, see the Distributed 
Management Task Force (DMTF) Web siteManagement Task Force (DMTF) Web site. 

The DMTF was formed to lead the development, adoption and unification of management standards and initiatives for desktop, enterprise and internet environments



Security Working Group 
Overview

• Development of Interoperable Security Management Interfaces 
• Development of CIM models primarily forDevelopment of CIM models primarily for

– Authentication,
– Authorization. 

• Development of Profile Specificationsp p
– Simple Identity Management Profile, 1.0.1 (Standard)
– Role Based Authorization Profile, 1.0.0 (Standard)
– Credential Management Profile (Draft)
– Certificate Management Profile (Draft)

• Out of Scope
– Development of Security Protocols

O S f– Operational Security Requirements for Protocols and Management 
Initiatives

– Management of the Underlying Security Capabilities Utilized by 
Protocols and Initiatives
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Simple Identity Management 
Profile (SIMP)( )

• Manage Security Principal
M L l A t• Manage Local Accounts
– Creation/Deletion/Modification

Account State Management– Account State Management
• Represent Third Party Authenticated Users
• Represent Ingress Point Based Security• Represent Ingress Point Based Security

• Profile does NOT describe a mechanism for 
f i th th ti tiperforming the authentication 
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Role Based Authorization 
Profile (RBAP)( )

• Representation of Account’s Roles and
– Account Dependent Privileges

• Access assignment for Accounts
• Management of Roles and Privileges

• Profiles do NOT describe a mechanism for 
performing the authentication and theperforming the authentication and the 
authorization.

6



Class Diagram

 

ComputerSystem

RoleBasedManagementCapabilities

1 RegisteredProfileComputerSystem
(See Referencing Profile)

ManagedElement
(See Referencing Profile.)

OwningCollectionElement

1

RoleBasedAuthorizationService
1..*

1

HostedService

ElementCapabilities

1..*

RegisteredProfile
(See Profile Registration Profile)

ElementConformsToProfile
(See Profile Registration Profile)

0..1

1..*

Role*
1..*

( g )

*

1..*

*

o e ased ut o at o Se ce

ServiceAffectsElement
1..* 1 *0..1

ServiceAffectsElement0..1

*

RoleLimitedToTarget

Privilege
MemberOfCollection *

MemberOfCollection ConcreteDependency

**
ServiceServiceDependency

ConcreteDependency

Identity
(See Simple Identity Managment Profile)

* AccountManagementService
(See Simple Identity Management Profile)

0..1
*

7

(See Simple Identity Managment Profile)

ServiceAffectsElement
(See Simple Identity Managment Profile)
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SIMP and RBAP Use Cases

• Show Local Accounts
• Show Third Party Authenticated UsersShow Third Party Authenticated Users
• Create an Account
• Enable/Offline/Disable an Account
• Show Ingress Point Based Security• Show Ingress Point Based Security 
• Show Roles

– Show Opaque Rolesp q
– Show Roles with Privileges

• Assign Privileges to an Account
• Show Account’s Privileges for a Managed• Show Account s Privileges for a Managed 

Element
• Show Account Dependent Privileges
• Create a Role
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Simple SIMP Instantiation

Any computer system
HostedServicesystem1: ComputerSystem

Any computer system 
including a service 
processor (SP)

a service for creating
service 1 : AccountManagementService

AccountOnSystem

a service for creating 
accounts

ServiceAffectsElement

account1 : Account

UserID : johndoe
EnabledState : 5 (Not Applicable)

Account info including 
its enabled state 
representation 

AssignedIdentity

id1 : Identity Security principal 
assigned to the accountassigned to the account



Create an Account

setting3 : AccountSettingData setting4 : AccountSettingData

Range of acceptable CIM_Account property values

setting3 : AccountSettingData

MaximumPasswordExpiration : 00000000000001.000000:000 //1 sec
InactivityTimeout : 00000030000000.000:000 //30 days
MaximumSuccessiveLoginFailures : 5

SettingsDefinesCapabilities
ValueRole : 1(Minimums)

setting4 : AccountSettingData

MaximumPasswordExpiration : 00000009000000.000000:000 //90 days
InactivityTimeout : 00000180000000.000:000 // 180 days
MaximumSuccessiveLoginFailures : 10

SettingsDefinesCapabilities
ValueRole : 2(Maximums)

cap1 : AccountManagementCapabilities

OperationsSupported : {2(Create), 3(Modify), 4(Delete)}

ElementCapabilities

setting1 : AccountSettingData

ComplexPasswordRules: 2,3,4,6,7
PasswordHistoryDepth : 4

S tti D fi C biliti

Default CIM_Account 
property values

service1 : AccountManagementService

CreateAccount (IN CIM_System REF 
System, IN string AccountTemplate, 
OUT CIM_Account REF Account)

SettingsDefinesCapabilities
ValueRole : 0(Point)



Enable/Offline/Disable an 
Account (2/2)( )

Configuration may be 
cleared but not Disabled

All transitions shown with 
ValueMap indicate 

Configuration

required to

3(Disabled)

p
RequestedStateChange() 
behavior

6(Offline)

3(Disabled)
2(Enabled)

Configuration

6(Offline)

3(Disabled)

Enabled but
Offline

( )

2(Enabled)

Enabled

Quiesce

Policy 
Violation

EnabledState values shown within ovals



Show Ingress Point Based 
Securityy

• account1 can have arole2 : Rolerole2 : Role account1 can have a 
security principal per 
the ingress point 
(LAN vs Serial) ofid1 Id tit id2 Id tit

MemberOfCollection

ElementName : BMC Administrator

MemberOfCollection

ElementName : BMC User

(LAN vs Serial) of 
authentication

id1 : Identity

ElementName : BMCSerial johndoe

id2 : Identity

ElementName : BMCLAN johndoe

IdentityContextAssignedIdentity
IdentityContext

g y

protoendpt2 : LANEndpointSerial1 : SerialController • Allows account1 to 
have different 
authorization based 
on the ingress pointaccount1 : Account

UserID : johndoe
on the ingress point 
of authentication 
(Administrator for 
LAN and User forLAN and User for 
Serial)

Copyright © 2008 DMTF



Show Roles

system1 : ComputerSystem
Any computer system 
including a serviceincluding a service 
processor (SP)

Static roles cannot be 
modified thus rbas1 is

OwningCollectionElementRoleLimitedToTarget rbas1 : RoleBasedAuthorizationService

HostedService

modified thus rbas1 is 
only instantiated as a 
Central Instancerole1 : Role

CommonName : XYZ:system1:Administrator
ElementName : system1 Administrator ServiceAffectsElementElementName : system1 Administrator
RoleCharacteristics : {2 (Static) 3 (Opaque)}

ServiceAffectsElement
ElementCapabilities

cap1 : RoleBasedManagementCapabilities

Opaque roles do not explicitly 
describe the privileges
R l Li it dT T t d t

cap1 : RoleBasedManagementCapabilities

SharedPrivilegeSupported : FALSE
SupportedMethods : {}
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RoleLimitedToTarget denotes 
the scope of the role. 



Show Roles with Privileges
privilege1 : Privilege

PrivilegesGranted : TRUE
Activities[] : { 7(Execute)}
ActivityQualifiers[] : {01h, 08h, 37h, 
40h, 41h, 42h, 43h, 44h, 45h, 46h, 
47h, …}
QualifierFormats (values) : { 

privilege2 : Privilege

PrivilegesGranted : TRUE
Activities[] : { 7(Execute)}
ActivityQualifiers[] : {01h, 08h, 37h, 
41h, 42h, 44h, 46h,  …}
QualifierFormats (values) : { 
9(Command Line Instruction), …}

privilege3 : Privilege

PrivilegesGranted : TRUE
Activities[] : {7(Execute)}
ActivityQualifiers[] : {01h, 08h, 37h, 
41h, 42h,  …}
QualifierFormats (values) : 
{9(Command Line Instruction), …}

privilege1 : Privilege

PrivilegesGranted : TRUE
Activities[] : { 7(Execute),...}
A ti it Q lifi [] {01h 08h 37h

privilege2 : Privilege

PrivilegesGranted : TRUE
Activities[] : { 7(Execute),...}
A ti it Q lifi [] {01h 08h 37h

privilege3 : Privilege

PrivilegesGranted : TRUE
Activities[] : {7(Execute),...}
A ti it Q lifi [] {01h 08h 37h

role1 : Role

CommonName : XYZ:BMC:Administrator
RoleCharacteristics : {2 (Static)}

role2 : Role

CommonName : XYZ:BMC:Operator
RoleCharacteristics : {2 (Static)}

role3 : Role

CommonName : XYZ:BMC:User
RoleCharacteristics : {2 (Static)}

MemberOfCollection

9(Command Line Instruction), …}
RepresentsAuthorizationRights : False

RepresentsAuthorizationRights : False RepresentsAuthorizationRights : False

MemberOfCollection MemberOfCollection

ActivityQualifiers[] : {01h, 08h, 37h, 
40h, 41h, 42h, 43h, 44h, 45h, 46h, 
47h, …}
QualifierFormats [] : { 9(Command 
Line Instruction), …}
RepresentsAuthorizationRights : True

ActivityQualifiers[] : {01h, 08h, 37h, 
41h, 42h, 44h, 46h,  …}
QualifierFormats [] : { 9(Command 
Line Instruction), …}
RepresentsAuthorizationRights : False

ActivityQualifiers[] : {01h, 08h, 37h, 
41h, 42h,  …}
QualifierFormats[] : {9(Command Line 
Instruction), …}
RepresentsAuthorizationRights : False

id1 : Identity

ElementName : BMCSerial : root

MemberOfCollection

id2 : Identity

ElementName : BMCLAN : root

MemberOfCollection

id3 : Identity

ElementName : BMCSerial : user3

MemberOfCollection

role1 : Role

C N XYZ BMC Ad i i

role2 : Role

C N XYZ BMC O

role3 : Role

C N XYZ BMC U

MemberOfCollection

RepresentsAuthorizationRights : True

MemberOfCollection MemberOfCollection

IdentityContext

account1 : Account

AssignedIdentity

account2 : Account

AssignedIdentity
protoendpt2 : LANEndpointSerial1 : SerialController

IdentityContext
IdentityContext

CommonName : XYZ:BMC:Administrator
RoleCharacteristics : {2 (Static)}

CommonName : XYZ:BMC:Operator
RoleCharacteristics : {2 (Static)}

CommonName : XYZ:BMC:User
RoleCharacteristics : {2 (Static)}

sp1: ComputerSystem

Dedicated : Management Controller
ElementName : BMC

UserID : 2
UserName : root

UserID : 3
UserName : user3

OwningCollectionElement

AccountOnSystem AccountOnSystem
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OwningCollectionElement

system1: ComputerSystem

SystemComponent

RoleLimitedToTarget RoleLimitedToTarget



Assign a Privileges to an 
Account

system1: ComputerSystem
HostedServiceHostedService

ServiceServiceDependency

AccountOnSystem

service1 : AccountManagementService

ServiceAffectsElement

RoleLimitedToTarget

rbas1 : RoleBasedAuthorizationService

AssignRoles (id1, {role4})

ElementCapabilities
OwningCollectionElement

ElementCapabilities

MemberOfCollection

account1 : Account

UserID : johndoe

AssignedIdentity

role4 : Rolecap1 : PrivilegeManagementCapabilities

SharedPrivilegeSupported : FALSE
SupportedMethods : {6 (AssignRoles)}

ServiceAffectsElement cap1 : AccountManagementCapabilities

OperationsSupported : {}

id1 : Identity
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Credential Management Profile

• Credential Management Profile
A b t t fil ith bilit t d l d ti l– An abstract profile with capability to model credentials 
including key based credentials like PKI public key 
infrastructure (PKI), X509 and biometric credentials. 

• Features:
– Provides the base model for the different credential 

typestypes



Use Cases

• Show credentials in a credential store
• Show authorization model for credential 

access
• Import a credential as a blob into a 

credential storecredential store.
– (work in progress)
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Class Diagram
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Certificate Management Profile

• Certificate Management Profile
bilit t d l d k b d C tifi t– capability to model and manage key based Certificates 

used in the identification process such as X509 
certificates that utilize public key infrastructure (PKI). 

• Profiles do NOT describe a mechanism for the 
Certificate verification.
F t• Features:
– Management of asymmetric keys
– Management of X509 certificates and certificateManagement of X509 certificates and certificate 

revocation lists (CRL)
– Management of key stores

G ti f PKCS#10 tifi t i i t– Generation of PKCS#10 certificate signing requests



Certificate Management Use 
Cases

• Owned Certificate – Managed system serves up a 
certificate for the client to authenticate the identitycertificate for the client to authenticate the identity 
of the server. 
– Ex: Web servers supporting HTTPs (includes managed 

systems that use TLS based authentication for WSsystems that use TLS based authentication for WS-
Man)

• Trusted Certificate – Managed system verifies the 
certificates served up against its chain ofcertificates served up against its chain of 
certificates in the trusted list and CRL
– Ex: Managed system connecting to an LDAP/Active 

Di t f th ti tiDirectory server for authentication
– Ex: Mutual TLS authentication

• Managed system can have both trusted andManaged system can have both trusted and 
owned certificates.



Owned Certificate Flow Chart



Owned Certificate Use Cases

• Manage owned key store
Create a key store– Create a key store

– Show current certificates
– Show certificate chain

• Import asymmetric keys (public/private key pair)
– Due to the constraints of the implementation the key 

pair may not be generated locally but uploaded to the p y g y p
system

• Generate self signed certificate
• Create Certificate Signing Requests• Create Certificate Signing Requests 
• Import a certificate or a certificate chain
• Export a certificate or a certificate chainp



Trusted Certificate Use Cases

• Management of  the client side key store
• Representation of a certificate/certificate 

chain
• Import a certificate/certificate chain
• Export a certificate/certificate chain• Export a certificate/certificate chain
• Apply CRL



PKCS#10 CSR & Self-signed 
X509 Certificate

• CIM_X509Certificate represents an X509 
certificate such as the self signed certificatecertificate such as the self-signed certificate

• Methods to generate CSR and self-signed 
certificate are based on:certificate are based on:
– previously imported asymmetric key pair represented 

by CIM_UnsignedCertificate instance and referenced 
by PublicPrivateKeyPair parametersby PublicPrivateKeyPair parameters

OR
– subject  or altsubject (RFC 1485), PublicKeyAlgorithm, j j ( ) y g

PublicKeySize parameters
• CIM_CertificateManagementCapabilities  

advertises the supported configurationsadvertises the supported configurations



Import & Export of X509 
Certificates

• CIM_X509Certificate class represents X509 
tifi tcertificates

• CIM_CertificateManagementCapabilities  
d ti th t d fi tiadvertises the supported configurations

• Methods support importing and exporting of 
tifi t b d diff t f tcertificates based on different formats 

including importing in CIM embedded 
instance(s) formatinstance(s) format.

• Certificate chains are modeled using the 
CIM ConcreteDependency associationCIM_ConcreteDependency association



Import & Export X509 
Certificates Methods



X509 CRL

• CIM_X509CRL class represents the CRL 
li d t th k t F ll iapplied to the key store. Following are 

important properties:
I d thi U d t f X509 CRL b d– Issued – thisUpdate of X509 CRL based on 
RFC 3280 

– NextUpdate – nextUpdate of X509 CRL basedNextUpdate nextUpdate of X509 CRL based 
on RFC 3280

• Execution of the ApplyCRL() methods ecu o o e pp yC () e ods
triggers application of the CRL to the key 
store resulting in the invalidation of the 
certificates contained in the CRL.



Questions?

Thank you!Thank you!
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